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For many companies, Software-as-a-Service looks an unbeatable proposition,
but IT managers need'to be careful about choosing their suppliers if serious
legal risks m‘e to'be avobided, writes John Lang, IT Director of Epiq Systems.
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Deficient back-up systems can also lead to the loss of key
documents, especially emails, and the failure to produce
important pieces of evidence will almost always be viewed
adversely by courts or regulators.
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What is your company’s data recovery plan? How long will it take
How will the data be backed up? Will this preserve the integrity,

Are you able to comply with my company’s retention policy?

What is the background of the SaaS company and the people that

What plans are in place to transfer my data should your company
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Different countries have different data protection, security,
and data retention rules. It is possible for companies to find
themselves in breach of another country’s rules, simply
because its data is located on a server there.

In litigation, they may also find that information they
thought was privileged (i.e. confidential) can be discovered by
their opponents or by regulatory or fiscal investigators
because it is on a server in a country with different data
protection law. In some cases, it has even led to the courts or
regulators of one country claiming jurisdiction over a case
simply because a company’s data was stored in that country.

So, when asking where your data may be stored, check
whether there is a ‘safe harbour’ agreement in place that will
insulate you against these problems and whether it will
protect you in all circumstances.

Many companies, especially larger ones that operate in
regulated sectors, often have a myriad of data retention rules
and regulations to comply with. If this is the case, it is
essential to ascertain how much experience the SaaS provider
has in dealing with multiple data retention policies. A key
question to ask a potential SaaS provider is what experience
does the Provider have in dealing with multi-national
companies in your sector? It is also worth checking that their
data retention and back-up extends to emails. Some
regulators demand that these are kept for years, but are
sometimes regarded as less important than other documents
by some data storage and Saa$S providers.

The key question here is what happens in the event that the
provider becomes insolvent and can no longer provide the
service. Does the company have a robust contingency plan for

your data to be returned to you? If so, would the data be
returned in a format which is easily transferable to another
SaaS provider or back onto your internal systems? There is a
lack of standardisation between SaaS systems, which can
cause real difficulties for clients in this scenario.

It is not only the ‘face value’ of a company’s documents that
needs to be maintained in storage. One aspect of data
management, that is sometimes overlooked, is the importance
(and fragility) of the invisible ‘metadata’ contained in
electronic documents. Much of the value of electronic evidence
is often contained in its ‘metadata’, the invisible record of
who has read a document, for example, or when it was
amended.

This can be irrevocably damaged by the careless handling
of electronic documents. In some instances, metadata can be
destroyed or altered simply by copying files from one medium
to another or just by turning a computer off and then on
again. Failing to properly protect or produce electronic
evidence, including metadata, can lead to negative inferences
by regulators or the courts.

Getting any outsourcing contract right is always a matter of
hoping for the best, but preparing for the worst. SaaS
technology and services are so new that people aren’t sure
what is required under regulatory requirements. With Saa$,
many of the potential problems are not immediately obvious
and these issues often only get addressed when it’s too late.

That is why it is important to ask questions about a
provider’s security policies and to review the credentials of
the individuals administering those policies. It is critically
important that companies get comprehensive answers before
they jump into the SaaS environment. The cost savings are
palpable, but the downsides can be significant if insufficient
care is taken at the outset.
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